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Introducing F24

F24 - That Great Feeling of Being Equipped to Deal with
any Critical Situation

Europe's leading Saa$S provider for crisis and | . — Brussels _ London
#1 | incident management, emergency notification and | v e Luxembourg City Madrid

business messaging. . Munich (HQ) Paris
v 4 Trondheim Vienna

: ( Zurich
>?7 | years experience \ >
Mexico City T . R e Gl Dubai
1 First and only European provider listed in
the Gartner Report for EMNS
Santiago de Chile
200+ | employees worldwide §mmmmmmmmmmmmm e Auckland

4% 26%

_ 0
3’000+ clients globally 42 A) of STQXX Europe 50 Emergency business
companies supplied notification and messaging
crisis management
1 pro-forma
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Introducing F24

More than 3,000 Clients Worldwide

rust in F24.
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Top eight reasons for emergency communication plans being activated in 2021

2 (v

42.0% 42.0% 40.8%

Disease IT or telecoms Adverse
outbreak incident weather
23.3% 17.6% 16.7%

IT incident Flood Fire

32.2%

Cyber security incident
or data breach

O

/\

15.1%

Non-weather related
natural disaster

Organisations should have the capacity to react quickly and manage several incidents at the same time

Source: BCI Emergency Communications Report 2021
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The Chaotic Nature of a Crisis

Imagine If...

B g o2

A Cyber Attack Your IT infrastructure Communication Negativ Impact
hits your company needs to be shut down channels are down on company and the
reputation
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Timing - The Golden 5 Minutes

Time taken to activate emergency or crisis communications plan

0 Minutes — automated
based on IT event/rule

75% of organisations are
unsuccessful in activating their
emergency plans within the golden

Less than 5 minutes ;
rule of 5 minutes.

5-30 minutes 45.2%
31-60 minutes
Over 60 minutes
1-2 hours

Up to half a day

Uptoaday

Longer than one day

We do NOT have an emergency
communications plan

50

Source: BCI Emergency Communications Report 2021 Public | 9



Timing - The Golden 5 Minutes

Time taken to activate emergency communications plan

Organizations Organizations % difference forthose
emergency communications emergency communications using software vs those
software software who do not

Percentage able to activate

plan within 5 minutes 31.7% 14.9% +16.8%

Percentage able to activate

plan within 60 minutes 89.6% 70.2% +19.4%

Whatever we consider the golden 5 minutes or 1 hour, organisations using dedicated emergency
communication tools have significant better activation times

Source: BCI Emergency Communications Report 2021 Public | 10



Timing - The Golden 5 Minutes

Reasons for not achieving accepted response levels (fop 8 responses)

=] D)

37.4% 35.1% 27.0% 26.6%

Lack of understanding Lack of accurate Unavailability of Problems communicating the
from recipients staff contact information mobile network urgency of response required
24.8% 22.5% 18.9% 18.5%
Failure of Poor Staff working Lack of technical expertise
manual processes implementation remotely in using the process

Organizations still struggle with staff following correct procedures during an activation, as well as not having the
correct contact details for staff.

Source: BCI Emergency Communications Report 2021 Public | 11






The Chaotic Nature of a Crisis

How to handle a Cyber Attack without your

companys IT infrastructure:

)

How can you mak ou have

reached 3§ry e

How do you coordinate tasks between
different departments and know the
latest status at all times?

Solution

Main Challenges

How do you inform your employees
about the danger and the IT shut

down?

Communication environment available
reliably and independent from own IT

Multiple Communication Channels with
automated success response

A digital Crisis Room available from
anywhere at anytime

Secure and structured communication
Platform connected
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Key challenges

What are your top three challenges during emergency notification/crisis management?

Gathering, validating and sharing accurate information 27,9% 23,6% _
Communicating with staff 25,7% 11,2% -
Keep overview of situation / current status 14,5% 21,4% _
Getting staff to follow planned procedures 12,0% 13,4% -
Communicating with customers and other stakeholders EXPZ2 7,2% _

Documenting activities E%PE 4,7% _

Ensuring external communications are controlled 6,9%

Locating staff [EFU9M 4,3% .3%

Communicating with remote workers .— 4,3%

Communicating with staff members’ next of kin i.%/‘ 4,0%

0% 10% 20% 30% 40% 50% 60% 70%

W First challenge Second challenge  m Third challenge

Information accuracy, communication and orchastration of operations are the top challenges during a crisis.

Source: BCI Emergency Communications Report 2021
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Key challenges

How important are the following aspects for your alerting and emergency communications?

0,

30,9%

Constant exchange of information to enable decision making
Enable expert teams to collaborate easily and in real time

One-way (mass) communication 0%

Effective communication with remote teams 36,3% 88%

28,1% 52%

D - o

60%

Communication with request of feedback on defined answer options

Documentation of all communication processes

Task management in different teams 36,0%

30,6%

T e

0% 10% 20% 30% 40% 50% 60% 70% 80% 90% 100%

Integration with other apps/technology used by the organization

Specific communication functionality for different team members
Superior geographic coverage

Location-based services

B Critical importance Very important B Important B Not very important B Of no importance

Fast communication and collaboration are very important.

Source: BCI Emergency Communications Report 2021 Public | 15



Key challenges: Changes in the Work Environment and their Effects on Alerting Processes

The Chan

Realities of how we work will Increase Relevance

of fast, rell ab e and efficient Alerting Processes.

—- Rising Challenges

Missing the right IT-Equipment and
Security at Home

Difficult Ressource/Capacity
management

Challenges of different working hours
and home office (ex to assemble a
CMT)

Overload of information at times

What changes do you anticipate making to your business model?

We will make increased
use of remote working

Successful Alerting in the "New" Normal

We will continue to run more
events in a virtual environment

We will invest in the Resilience of
our organization at all levels: people,
teams, operations and technology

We will revisit our supply chain strategy

We will continue with a leaner
operating model (i.e. reduced staff)

We will start to provide health and
social care products and services to take
advantage of an increased market demand

Other

Source: BCI Coronavirus — A Pandemic Response 2020
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Interviews have revealed that some organisations which have used
office collaboration tools as an alternative for an emergency
communications tool have found that

» users must be connected to a data network
= SMS communication was not readily available
» there is no way of knowing quickly who had seen a message

* messages tended to be ignored as recipients are not aware of the
Importance.



Communication and collaboration
during emergencies




Solution to communicate with Stakeholders

Top 8 methods used to communicate with internal stakeholders during or shortly after a live incident

Text messages/SMS 24.4% 35.4%

Yes, for all incidents
I

Yes, for selected incidents

Manual call trees

Yes, occasionally
y__________________________________________________

Website announcement 8.1% 31.3%

Unsure

I
Secure business 17.9% 301% 89%

messaging apps

%,
24.8%
Never
Emergency communications “ 23.6% 2

management software

Crisis telephone lines

Public announcement 22.4% 3.6% 4.5%

Email is stil the main used channel, which could be a problem for emergency communication.
The combination of several channels is a key for successful communication during an incident.

Source: BCI Emergency Communications Report 2021 Public | 19



Communication and collaboration during emergencies

Handle any critical situation successfully, proactively

and professionally.

When an event hits your organisation...

a st

F24 solutions for ENS/CM , Date

a

...you need to:
Alert teams, O gt
employees and other Ly
stakeholders efficiently v U
Communicate easily : :
and securely \&/

Manage and monitor tasks
and events in a structured
manner

Document everything
audit compliantly
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Communication and collaboration during emergencies

Support a holistic approach before, during and after an
Incident.

Risk Management Emergency
Notification
Emergency Preparedness Crisis Management
Operations

: - : Recovery
Preven_tlon Prepared- Training Alerting and Inmde_nf[ and and
and Risk and e L Crisis :
S ness .. Notification Normali-
Monitoring Practicing management sation

Prepare Respond Recover

End-to-end Platform for Crisis and Incident Management

F24 solutions for ENS/CM , Date Public | 21



F24 at DATA CENTER Forum BELUX

Visit our stand

Attend a Live-Demo with an Receive the BCI Emergency
emergency plan activated and Crisis Communication
within 5 minutes Report 2022

out:
wwwthebciorg

FACT24

risis Management an
Emergency Notification

toresilience
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F24 Belgium SRL | Louizalaan 65 Avenue Louise, Stephanie Square | 1050 Brussels | Belgium www.f24.com

david.ebel@f24.com
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