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Lifecycle of a Ransomware Incident

CRITICAL CONTROLS KEY

. Internet-exposed services

Backups
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Monitoring Components

MONITOR COMPONENTS ADVANCED ULTIMATE

Vulnerability Scanning

Account Takeover Fraud
Prevention and Monitoring

Active Managed Threat hunting
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Vulnerability Scanning

ADVANCED

ULTIMATE

e High-level look at possible vulnerabilities

e Coverage for more than 65K vulnerabilities

e SOC alerts — detections immediately reported

e Weekly reports
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SCREENSHOT

OVERVIEW

GENERAL

@ VULNERABLE

SOFTWARE

RATING RISKS

SESSION NETWORK

[#5]

HSTS header missing

Vulnerable software found - php/7.2.10 (highest
CVE score 8.5)

Vulnerable software found - openssl/1.0.2k
(highest CVE score 5.8)
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ADVANCED

ULTIMATE

Account Takeover Fraud Prevention

and Monitoring

e Recover the most current breached data
directly from the criminal underground

e User credentials: email/ username and password

e Dark Web Monitoring
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Breach Catalog

20,541,220

4,070,942

2,925,446

2,787,963




ADVANCED

ULTIMATE

Active Managed Threat hunting

e Weekly parsing of all connections to find

suspicious connections

e 70% of all continental internet traffic

e 99% visibility on all malicious connections

e 35 Security Vendor Feeds
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+ Add filter

‘Connected users [Windows powershell]

o0
il

No results found

Users [Windows powershell]

& Export
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® Engine started
® Command star...

powershell.engine version

Total engine started [Windows powershell]
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«event.code: 400 - Count

Engine versions ran by host [Windows powershell]

Total commands [Windows pawershell]

& Export
Host ~  Version count
SECEPOSRV1001.secutec.local 1
SECLPT1027.secutec.local 1
SECLPT1112.secutec.local 1
SECLPT1118.secutec.local 1

Top active hosts [Windows powershelll

&y Export
host.name: Descending ~ Count
secsocnuc003.secutec.local 1,883
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SECLPT1027.secutec.local 640
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SECWSUSSRV1001.secutec.local 16
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Engine versions [Windows powershell] Host processes [Windows powershell]
® 51190411645  : ® Default Host H
® 51177632803 } ® PSRunspace-Host
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5122000613 §
Event type [Windows powershell] Event Levels [Windows powershell]
4104 ® warming H
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[Windows Started providers [Windows powershell]
® Add-Type : ® Alias
® Environment
® FileSystem 3
Function H
' ® Registry H
Variable H
® Cortificate 2
16257 documents
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ULTIMATE

Managed EDR on Servers

e Detect suspicious activity on your network

e EDR in monitoring mode
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ATTACK VECTOR BY COMPANY SIZE

B Software Vulnerability B Other

Email Phishing [l RDP Compromise

1to 10

11to 100

101 to 1,000

1,001to0 10,000

10,001 to 25,000
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Ransom Payments By Quarter
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When Ransomware hits your company

e First 48 hours

e |dentify devices

O ._ e Forensic investigation (onsite)
% e Info onthe Darknet

Never forget the human part

q%p}’

PR and communications

Inform authorities e Clear strategy
1 month to rebuild the network e Methodology of recovery

New hardware onsite in 24h/ 48h

e Start negotiation

e Monitoring network

e Prioritize critical devices
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